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Abstract. Controllability is a fundamental correctness criterion for in-
teracting service models. A service model is controllable if there exists a
partner service such that their composition is free of deadlocks and live-
locks. Whereas controllability can be automatically decided, the existing
decision algorithm gives no information about the reasons of why a service
model is uncontrollable. This paper introduces a diagnosis framework to
find these reasons which can help to fix uncontrollable service models.
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1 Introduction

In the paradigm of service-oriented computing [1,2], a service is an component
that offers a functionality over a well-defined interface and is discoverable and
accessible via a unique identifier. By composing several services, complex tasks
(e. g., inter-organizational business processes) can be realized. Thereby, the correct
interplay of distributed services is crucial to achieve a common goal.

A fundamental correctness criterion for a service model is controllability [3]:
A service S is controllable if there exists a partner service S’ such that their
composition is free of deadlocks and livelocks; that is, a desired final state is always
reachable. The algorithm proposed to decide controllability [3] is constructive: If
a partner service for S exists, it can be synthesized and serves as a witness for
the controllability of S. If, however, S is uncontrollable, such a partner service
does not exist and the decision algorithm returns no service. Obviously, this
does not give any information about the reasons of why S is uncontrollable.
Nevertheless, diagnosis information are important to support the modeller to
correct the ill-designed service (see [4] for first results on service correction).

Controllability of a service model has a close relationship to soundness in
the area of workflow models [5]. Intuitively, for a controllable service exists
another service that their composition is a sound workflow. However, existing
diagnosis techniques for unsound workflow models [6] are not applicable to
diagnose uncontrollability, because the service’s environment has to be taken into
account.

In this paper, we study the reasons of uncontrollability and define a diagnosis
algorithm that calculates a counterexample why a service model is uncontrollable.
This counterexample can be used to repair the service model towards controlla-
bility. The paper employs open nets [7], a class of Petri nets [8], as formal model.
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With translations [9, 10] from and to WS-BPEL [11], the results can be directly
applied to industrial service specification languages.

The rest of this paper is organized as follows. The next section recalls the
required definitions on open nets, controllability and its decision algorithm. These
definitions are crucial to understand the diagnosis framework and therefore
are quite detailed. Reasons that can make a net uncontrollable are described
in Sect. 3. The main contribution of this paper is a diagnosis algorithm for
uncontrollable nets which is described in Sect. 4. Section 5 concludes the paper
and gives directions for future research.

2 Formal Models for Services

2.1 Open Nets

Open nets [7] extend classical Petri nets [8] with an interface for asynchronous
message exchange. We assume the standard firing rule and denote the set of all
markings of a net N that are reachable from m with Ry (m) = {m/ | m =y m'}.
m L ~ denotes that in N, the marking m enables the transition ¢, and m 4~y
denotes that m does not activate any transition (i.e., m is a deadlock).

Definition 1 (Open Net, inner structure). An open net is a Petri net N =
[P, T, F,mg|, together with an interface I = P;;, U Pyy such that Py, Poy: C P,
PN Poys =0, and p € Py, (resp. p € Poys) implies *p =0 (resp. p* =10); and a
set 2 of final markings. P, (resp. Puyt) is called the set of input (resp. output)
places. We further require that m(p) = 0 for allp € I andm € 2 U {my}, and that
no marking my € (2 enables a transition. N is called closed iff |I| = 0. N is called
normal iff every transition of N is connected to at most one interface place. For a
normal net N, define the mapping ¢ : T — T U {7} such that £(t) is the interface
place connected to t if one exists, and £(t) = T otherwise. The inner structure of N

is the closed net Inner(N) = [P\I,T, F\((I x T) U (T x I)),mg;p\1,0,0, $2\p\s].

The interface places are unidirectional: messages sent to N or received from N
cannot be “unsent” or “unreceived”, respectively. The inner structure of N models
the control flow of N and can be compared to a classical workflow net [5].} In the
rest of this paper, we only consider normal open nets. This restriction is rather
technical, because every open net can be transformed [12] into a normal open net,
and nets translated [9] from WS-BPEL processes are normal by construction.

Figure 1(a) depicts an open net N;. We follow the standard graphical notation
for Petri nets. The initial marking my = [a] is depicted by a token on place «.
We further assume 2 = {[w]} to be the set of final markings. Interface places
(I ={a,b,c,d}) are located on the dashed frame, and the transition label £(¢) is
written inside the respective transition .

An open net N is bounded iff Rpner(n)(Mo|mner(ny) is finite. Throughout
this paper, we only consider bounded open nets, because for unbounded nets,

! Open nets do not share the structural constraints of workflow nets and allow arbitrary
initial and final markings.
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Fig. 1. Two open nets and an overapproximated partner.

controllability is undecidable [13]. Boundedness can be verified using standard
state space verification techniques [14]. Again, open nets translated from WS-
BPEL processes are bounded by construction. See [9] for details.

Open nets can be composed by connecting the interfaces appropriately:

Definition 2 (Composition). Two open nets N1 and Ny are composable iff
Pin1 = Pouta, Pout1 = Pina, PPN P =11 UIL 7£ ®7 and Ty N1y = (. The
composition of two composable open nets N1 and No, denoted N1 ® No, is the
closed net with the following constituents: P = PLUP,, T =T1UTy, F = F1 UF3,
mo = mo1 @ Moz, Pin = Powr =0, and 2 = {msp &mypa | ms1 € 21, myps € 2o}
The composition of markings is defined as my ® ma(p) = m1(p) if p € Pi, and
my ®ma(p) = ma(p), otherwise.

Definition 3 (Trapped marking). Let N be a normal open net. A strongly
connected component (SCC) is a mazimal set of markings M of N such that
m,m’ € M implies m =x m’. A terminal SCC (TSCC) is a SCC from which
no other SCC is reachable. A marking m of N is a trapped markmg if m 6 M
for a TSCC M and M N 2y = 0. If additionally m|pmper(n) —>[nn6T ), M 74>N,
and £(t) N Py, # 0 then m is a resolvable trapped marking and £(t) resolves m. If
no such t exists and m|mper(N)y € Pmner(N), M s a covered final marking. If no
such t exists and M| mner(Ny & Pimner(ny, M is an unresolvable trapped marking.

Resolvable trapped markings model situations the net can only leave with
communication (i. e., message receipt). In contrast, unresolvable trapped markings
can never be left. Covered final markings model situations in which the inner
of an open net reached a final marking, but messages are still pending on some
input places. Note that by definition of {2, the TSCC of a covered final marking
is a singleton; that is, a covered final marking is a deadlock.

Definition 4 (Weak termination, k-controllability, message bound). A
closed net N weakly terminates iff, for every marking m € Ry(mg), a final
marking my € {2 is reachable. A normal, bounded open net N is k-controllable
for k € INT (called message bound) iff there exists a normal, bounded open net
M such that N and M are composable, N ® M weakly terminates, and for all
m € Ryem(mon € monr) holds that m(p) < k for allp € 1.

It is easy to check that the open nets Ny and N (see Fig. 1(a) and Fig. 1(b))
are bounded and composable. With 2y, = {[w2]}, we have 2n,on, = {[w, w2]}.



The composition weakly terminates, and for all reachable markings m, it holds
m(p) < 1 for all p € I,. Thus, the open net N; is 1-controllable.

2.2 Deciding Controllability

For the rest of this section, let N be a normal, bounded open net, and let k € INT.
In the following, we sketch the decision algorithm for controllability presented
in [15] which extends the one of [3]. The next definition synthesizes a transition
system as first overapproximation of a partner of N. Thereby, each state consists
of a set of markings N can reach after each communication step. The element
“#” is a special symbol to denote final states.

Definition 5 (Partner overapproximation 78y). For a set of markings M
of N, define closure(M) = ,,crs Rn(m). Let 1Sy = [Q, E, qo, QF] be a transi-
tion system (consisting of a set Q of states, a set E C Q x (IU{7}) x Q of labeled
edges, an initial state o € Q, and a set Qr C Q of final states) inductively
defined as follows:

1. qo = closure({mo}); qo0 € Q;
2. If g € Q, then
(a) if # ¢ q and qN 2 # 0, then ' = qU{#} € Q, ¢ € Qr, and [q,7,¢'] € E;
(b) if m* € q is a resolvable trapped marking that can be resolved by x, # ¢ q,
then ¢’ = closure({m + [z] | m € ¢}) € Q and [q,z,¢'] € E;
(c) if m* € q with m*(x) > 0 for an x € Pyys, then ¢ = {m —[z] | m €
g,m(z) >0} \{#} € Q and [¢,x,¢'| € E.

Thereby, [x] denotes the marking with [x](z) = 1 and [z](y) = 0 for y # x. The
operations + and — on markings are defined pointwise.

A transition system 7S can be composed with an open net N in a canonic
way (see [12] for details). In particular, we identify states of N @ 78 with [m, ¢]
where m is a marking of N and ¢ € @ is a state of 7S. Thereby, a path o in the
transition system 7S can be extended to the composition N @ 75. As each state
of IS can contain multiple markings, this resulting path may not be unique.

The following definition removes all states from the overapproximation 7Sy
that jeopardize weak termination of the composition N @ 7S,.

Definition 6 (Interaction graph 78*). Let 7S, be the graph that is obtained
from ISy by removing all states q that contain a marking m with m(p) > k for a
p € In. Given IS; (i > 0), the graph 1S;4+1 is obtained by removing each state
q from 1S; that contains a marking m where no state [my, qy] is reachable in
N & 1S, from [m,q| where q5 € Qrz, and my € £2.

Thereby, removal of a state includes remowval of its adjacent arcs and all
states that become unreachable from qo. Let IS* be IS; for the smallest j with
1S; ="1S;1. 15" is the interaction graph of N.

Theorem 1. N is k-controllable iff Qzs« # 0.



A proof to a similar theorem can be found in [15]. Intuitively, each state that
is removed in Def. 6 cannot be part of a controlling partner. Thereby, the step
from 78y to 75; assert that the message bound is respected and all future state
removals assert weak termination. Note that 7-edges are a necessary technicality
to assure livelock freedom. The interested reader is referred to [15].

Figure 1(c) depicts 7S, for the open net N;y. This graph coincides with 7Sy,
because no marking exceeds the message bound of k = 1. From 7857, the dashed
states are removed, because they contain the unresolvable trapped markings [d]
and [da], respectively, from which the final marking is unreachable. The resulting
graph without dashed states is the interaction graph 7S8* of Nj. From this graph,
we can conclude that a partner may only send a b-message after having received
a d-message, because only then the partner can be sure that N; has left its initial
marking. The open net Ny (cf. Fig. 1(b)) models one possible partner of Nj.

3 Reasons for Uncontrollability

Obviously, the empty interaction graph (i.e., a graph with an empty set of states)
calculated in case of uncontrollability gives no information why N has no partners
and how N can be fixed. Before we examine uncontrollable nets, we study a
related diagnosis approach.

3.1 Relationship to Soundness

For a controllable open net N exists an open net M such that N & M weakly
terminates. Weak termination is closely related to soundness [5]. For soundness,
an elaborate diagnosis algorithm exists [6] which exploits several properties of
the soundness criterion to avoid a complex state space exploration where possible.
For example, soundness can be expressed in terms of two simpler properties,
namely liveness and boundedness. An unsound workflow net fails one of these
tests. This result can be used to give detailed diagnosis information. In addition,
several simple necessary or sufficient criteria for soundness can be checked prior
to liveness and boundedness checks. For example, certain net classes such as free
choice Petri nets [16] allow for efficient analysis algorithms.

However, this diagnosis approach cannot be adapted to diagnose the reasons
of why an open net is uncontrollable. Firstly, a sound control flow is not related
to controllability: the inner structure of the controllable net in Fig. 1(a) is not
sound, and the uncontrollable net in Fig. 4(a) has a sound inner structure.
Similarly, weaker criteria such as relaxed soundness or non-controllable choice
robustness [17] are not applicable. The latter, for example, assumes that the
environment (i.e., a partner) can completely observe the net’s state, whereas
the internal state of an open net can only be guessed from observations on the
interface (a state of the interaction graph is a set of markings of the open net).
Secondly, controllability is not a local, but a global criterion: controllability is
now known to be decomposable. Therefore, only trivial necessary or sufficient
criteria for (un)controllability exists. Thirdly, structural results like the invariant



Fig. 2. Uncontrollable open nets (k = 1).

calculus [18] are not applicable, because an open net usually deadlocks when
considered in isolation.

3.2 Classifying Harmful Markings

During the construction of the interaction graph of N, states that contain a
marking m* that is considered harmful are iteratively removed. The nature of
m* can be mapped back to the open net under consideration to understand the
reasons that led to uncontrollability:

Inappropriate Message Bound. The message bound k influences the removal
of states of 7Sy when constructing 7Z5;. This removal can make states containing
a final marking unreachable. There are two situations to consider:

Unbounded communication. If a message channel is unbounded (e. g., due to a loop
of the open net in which it sends messages without waiting for acknowledgements),
then obviously no partner can exist such that the composition is k-bounded.
Figure 2(a) shows an example where the output place f is unbounded.

Exceeded message bound. If a net is k-controllable for some bound k € INT, it is
also I-controllable for any [ > k. However, the converse does not hold: Figure 2(b)
shows a net that is 2-controllable, but not 1-controllable, because the receipt of
the first g-message cannot be enforced before sending a second g-message. Thus,
even if a message bound exists for a net, it might be considered k-uncontrollable
if the message bound k chosen for analysis is too small.

Unreachable Final Marking. Definition 6 removes all states of the composi-
tion from which a final marking is unreachable. This can be due to a deadlock
or a livelock in the composition. From the nature of a trapped marking, we
can derive different diagnosis information. Hence, we classify different kinds of
trapped markings of IV that can be reached while communicating with a partner
(cf. Def. 3).



Unresolvable trapped markings. If the inner of the net reaches a deadlock (called
an internal deadlock), it cannot be left by communication with a partner. There
are different reasons the control flow can contain deadlocks:

— Design flaws. The reason of an internal deadlock can be a classical design flaw
as known from unsound workflow nets. For example, the deadlock [4] of the
open net in Fig. 2(c) is caused by mismatching splits and joins and cannot
be avoided by communication, because the net internally decides whether to
send an h-message or an i-message.

— Service choreographies. Internal deadlocks need not stem from modeling
errors. One source of internal deadlocks can also be the composition of several
services? in a service choreography. There, it is possible that the behavior of
two participants A and B is mutually exclusive which leads to an internal
deadlock. This deadlock, however, might be avoided by the message exchange
with another participant C. Then C is a controlling partner for A & B.

— Behavioral constraints. Another reason for internal deadlocks that are no
design flaws can be behavioral constraints [19]. Such a constraint C' influences
the control flow and the final markings of an open net N such that some
final markings of N are considered as internal deadlocks in the constrained
net N¢.

Covered final markings. A covered final marking models a situation in which the
control flow of IV reached a final marking, but a message sent to N is still pending
on a channel and will never be received. This might be negligible for generic
acknowledgement messages, but in general, an unreceived message models an
undesired situation (e. g., if the message contains private or payment information).
Again, there are numerous reasons for this problem:

— Hidden choices. The net can make an internal decision (e. g., with WS-BPEL’s
<if> activity) that is not communicated to the partner (thus hidden), but
requires different reactions of the partner depending on the outcome of the
decision. Consider for example the net in Fig. 2(d) which either chooses the
left or the right branch. Depending on this choice, a partner has to send a
k-message or an l-message. The final marking is only reached, if the partner’s
“guess” was right. Otherwise, the “wrong” message keeps pending.

— Conflicting receives. If the net can reach a marking in which more than one
transition is activated that can receive the same message (e.g., the initial
marking of the net in Fig. 2(e)), these transitions are “conflicting receives”.
The decision which of these transitions fires can neither be influenced nor
observed by a partner yielding a “hidden choice” situation. Note that con-
flicting receives are treated as runtime faults in execution languages like
WS-BPEL. Like internal deadlocks, we do not want to forbid such situations
in the first place, but check whether these problems are actually the reason
why a service is uncontrollable.

2 Composition as defined in Def. 2 is restricted to exactly two services, but can be
canonically extended to allow for composition of an arbitrary number of open nets.



— Pending messages. Open nets model asynchronous message exchange: mes-
sages can keep pending on a channel, and overtake each other. Therefore, a
partner has only limited control over the net, because after sending a message
to N, a partner cannot be sure that N actually received that message. Again,
this can result in a “hidden choice” situation, see the net in Fig. 2(f) for an
example. For either branch, a p-message and a g-message message has to be
sent eventually. After sending these messages, the environment has to guess
whether to continue with sending an r-message or an s-message.

— Confusion. In a Petri net model, confusion [8] is a situation in which concur-
rency and conflicts coexist. Two concurrent transitions can influence each
other without being in conflict; that is, whichever transition fires first can
constrain the markings reachable by firing the other transition. Consider the
net in Fig. 2(g) for an example: The transitions t; and tp are not in conflict,
but whichever transition fires first, confines the choices reachable by firing the
other transition. For example, firing first t; makes the firing of the transition
receiving the v-message impossible. Now a partner has to guess whether to
send a t-message or a u-message.

Livelocks. A livelock in the communication between N and a partner M is
a situation in which in N @ M transitions are fired continuously, but a final
marking can never be reached. While this might be acceptable for technical
systems where the concept of a “final state” is not applicable or irrelevant,
services that implement business processes are usually required to reach a state
in which a business instance is properly finished.

Note that the characterization of harmful markings as well as the definition
of soundness is a behavioral and not a structural criterion. The nets depicted
in Fig. 2 cannot be used as “anti-patters”. If an open net contains one of these
nets as a subnet, it might still be controllable. For example, prior communication
might exclude the harmful subnet (e.g., using a deferred choice) or a concurrent
or subsequent subnet “fixes” the communication of the net (e.g., by receiving
pending message).

In the following section, we will present an algorithm to diagnose the problems
described above except the problem of “unbounded communication”. In the rest
of this paper, we do not consider open nets without a fixed message bound. We
assume that the message bound £ is known prior to the controllability analysis.
The value of £ may be chosen by considerations on the physical message channels,
by a static analysis that delivers a “sufficiently high” value, etc.

4 Diagnosing Reasons for Uncontrollability

4.1 Counterexamples for Controllability

In the area of computer-aided verification, model checking techniques [14] usually
provide a counterezample if a model does not meet a specification. This counterex-
ample is a useful artifact (e.g., a deadlock trace) to understand the reasons why



the model contains an error. To find a counterexample for controllability is hard
due to the criterion’s nature. Controllability is “proven” by constructing a witness:
N is k-controllable iff there exists some open net M such that the composition
N @ M is k-message bounded and weakly terminates. In other words, M can
be seen as a counterexample for N’s uncontrollability. If N is not controllable,
we can only conclude that no such open net exists, and hence cannot provide a
counterexample which can be used to find out which of the various problems we
described in the last section rendered the net uncontrollable.

The algorithm to decide controllability (see Def. 5-6) overapproximates a
partner for NV and then iteratively removes states of this overapproximation that
will not be part of any partner of N. If N is uncontrollable, all states will be
eventually deleted. In this section, we define an algorithm to use information why
states are deleted from 7S; to give diagnosis information for an uncontrollable
net N.

As a motivation for the desired style of diagnosis information, consider again
the open net in Fig. 2(e). We already described the reason why this net is
uncontrollable: after sending an m-message, a partner has to either send an
n-message or an o-message to the net. Depending on the net’s choice, a sent
message might keep pending on its channel. This eventually yields a covered final
marking. Let’s analyze this informal description of why the net is uncontrollable:
it contains of:

(I) an indisputable initial part (“after sending an m-message”),

(C) a description of continuations (“a partner has to either send an n-message or
an o-message”), and

(P) the problem that hinders a partner to control the net to a final marking
(“Depending on the net’s choice, a sent message might keep pending on its
channel. This eventually yields a covered final marking.”).

The initial part (I) consists of communication steps that are necessary to resolve
a resolvable trapped marking and that would also be taken by partner who knows
the outcome of the net’s decision in advance. Sending m is not source of the
problem, because m will be received by the net. In contrast, after sending m,
any continuation (C) can lead to a situation where reaching a final marking is
not any more guaranteed. Finally, the possible problem that can occur if after
sending either message is described (P).

In the following, we generalize this approach and define an algorithm that
automatically derives such diagnosis results for an uncontrollable net N consisting
of these three parts:

(I) From 78y, we find a maximal subgraph 7S such that the composition
N @ 15§ is free of markings from which markings with exceeded message
bound (EMB), deadlocks/livelocks (DLL), or covered final markings (CFM)
cannot be avoided any more. We use 7Sy as a starting point in order to
consider all possible markings of N that can be reached with communication.

(C) The subgraph 7S is not a partner of N, because its nodes contain resolvable
trapped marking that are not resolved in 75§ (because the respective edge to



a successor is missing). When these resolvable trapped markings are resolved
by sending messages to N, the composition might reach a state from which
EMB, DLL, or CFM cannot be avoided any more. Therefore, in the second
part of the diagnosis result, each unresolved resolvable trapped marking is
described including a communication trace from ¢y to the state containing
this resolvable trapped marking.

(P) Finally, we give detailed information how the resolution of the resolvable
trapped marking can reach EMB, DLL, or CFM in the composition. For each
problem, witness paths to the problematic situation and/or pointers to the
structure of N are given to locate the problem.

To derive these diagnosis information — our counterexample for controllability —,
we first need a criterion to decide for each state of 7Sy whether it is a state of the
subgraph 7S5, too. We already motivated that 7S should only contain those states
which only contain markings from which it is still possible to avoid EMB, DLL,
and CFM problems. For each problem, it is possible to characterize situations
in which the problem either already occurred (e.g., an unresolvable trapped
marking is reached) or cannot be avoided any more (e. g., only one transition is
activated whose firing results in an an unresolvable trapped marking). If such a
situation is found in a state of 7S, this state is obviously problematic. Thus, we
define a blacklist for each problem that contains such problematic states. With
these blacklists, we then can define the subgraph 75;.

In addition, for each problem, we define a witness. A witness is an artifact
that can help to visualize the problem (e.g., a trace to an internal deadlock that
can be simulated) or to locate the parts of the uncontrollable net that cause
the problem (e. g., the transitions modeling a hidden choice). In the next three
subsections, we define a blacklist and a witness for each problem (EMB, DLL, or
CFM). Finally, we sketch an algorithm that applies the blacklists to 7Sy, analyzes
the resulting subgraph 785§, and provides diagnosis information.

4.2 Blacklist for Deadlocking and Livelocking Control Flow

Unresolvable trapped markings and covered final markings have the same property:
once the composition N @ 78, reaches such a situation, a final marking becomes
unreachable. Therefore, Def. 6 removes such states, because they jeopardize weak
termination. However, the nature of these problems differ.

Unresolvable trapped markings model problems related to the control flow of
N (modeled by Inner(N)). Therefore, detection and diagnosis of such control
flow-related problems should differ from problems where the control flow of N
already reached a final state, but an unreceived message is still pending on a
channel. Hence, we differentiate unresolvable trapped markings from covered
final markings.

We use the inner structure of N to detect markings from which a final marking
is already unreachable. Any state of 75 is blacklisted if it contains a marking
from which, when restricted to the inner of IV, a final marking is unreachable:



Definition 7 (DLL-blacklist, DLL-witness). Define the blacklist for a con-
trol flow deadlocks and livelocks as blacklistpr, = {g € Qo | Im € ¢q :
m is an unresolvable trapped marking}.

For each state g* € blacklist prr,, define oprL(q*) to be a witness path N ®71S,
with [mo, qo) Tord [m*, ¢*] where m* € q* is an unresolvable trapped marking.

In case m* is a deadlock, the path oprr(¢*) is a witness path from the initial
state of the composition to this deadlock. In case m* is part of a livelock, any
marking reachable from m* is part of the same TSCC on which a final marking
is unreachable and oprr(g*) is a witness path for this TSCC.

4.3 Blacklist for Exceeded Message Bound

Markings that exceed the message bound k can be easily detected by analyzing
the markings occurring in states of ZS5y. The blacklist as well as the witness can
be defined straightforwardly:

Definition 8 (EMB-blacklist, EMB-witness). Define the blacklist for ex-
ceeded message bound as blacklist gy = {g € Qo | Im € q:Ip €I :m(p) > k}.
For each state ¢* € blacklistparp, define opyp(q*) to be a witness path in N ®7TS,

ormp(q”)
0

such that [mg, qo] [m*, ¢*] with m* € ¢* with m*(p) > k.
The witness consists of a path in the composition that shows how the message
bound of a place can be exceeded.

4.4 Blacklist for Covered Final Markings

In a covered final marking m,. reachable in N @ 78y, the control flow (the inner
structure of N) has reached a final marking, but a message is pending on an
input channel. Due to the construction of 7Sy (cf. Def. 5(b)), this message was
originally sent to N in order to resolve an resolvable trapped marking.

The following observation is needed to justify the later definition of a blacklist
for covered final markings.

Lemma 1 (For each covered final marking there exists a final marking).
Let N be an open net and 1Sy as defined in Def. 5. Let q1 be a state of 1Sy with
a covered final marking mq € ¢ with my = my + m; + [z] such that my € 2 is
a final marking, m; is a marking such that m;(p) > 0 implies p € Py, and [z]
18 a marking that marks an input place x € P;,. Then exists a state g2 of 1Sy
containing a marking mo € g2 with mg = my +m;.

Proof. Let q. and ¢, be states of 7Sy, let [ge,x,q,] be an edge of 78y, and
let o be a path from ¢, to ¢; that does not contain an z-labeled edge. Let
mi1 = my + m; + [x] be as above. The z-message is only sent to N in order
to resolve an resolvable trapped marking (cf. Def. 5). Let m. € ¢. be such a
resolvable trapped marking.
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Fig. 3. Illustration of Lemma 1 (left) and a hidden choice transition of Def. 9 (right).

Let m € ge. Then (m + [x]) € ¢,. Let 0* be an extension of o to the composi-
tion N @ TS such that [(m + [2]), ¢.] = [(mf + m; + [2]), ¢1]. This transition se-
quence o* does not contain a transition producing a token on x, because O'I*,]SO =0
does not contain an x-labeled edge. Therefore, o* is realizable independently from
the submarking [z] of N; that is, o* is realizable without the submarking [z]. In
particular, there exists a state go of 7Sy such that [m, g.] = [(ms +m;),q2]. O

Lemma 1 states that, for each covered final marking with a pending x-message
occurring in a state of 7Sy, there exists a state that contains a covered final
marking (or a final marking if m; = []) without that pending message. After
iteratively applying Lemma 1, we can conclude that with each covered final
marking occurring in 78y, also a respective “uncovered” final marking is present
in a state of 78y.

Each application of Lemma 1 identifies an z-labeled edge from ¢, to state g
from which a state ¢; is reached that contains a covered final marking with a
pending z-message. For state ¢., an alternative continuation to g without an
x-edge is possible. Figure 3(a) illustrates this.

Hence, such a state ¢, should be considered critical which yields the following
definition of a blacklist for covered final markings:

Definition 9 (CFM-blacklist, CFM-witness). Define the blacklist for cov-
ered final markings, blacklistcppr, to contain all states q, € Qo such that:

— there exists a state q; and a path o in TSy with q, = q1,

— me € q1 s a covered final marking with m.(x) > 0 for an input place x € Py,
— o does not contain an x-labeled edge

— ge 18 a predecessor of g, with an edge [qe, T, G|

For each state q, € blacklist cpp, define ocrn(qs) = 01,02, T*] to be a witness
where:

g1

— o1 is a path in N & 7Sy with [mq,¢,] — [(ms+m;+ [x]), ¢1] where my € ¢,
— 09 is a path in N @ 1Sy with [ma, q,] [(my+m;), g2] where mg € g, such
that oy Ny = 03N, and
— the set T* containing all transitions t € T of N such that:
e there exists a state q in ISy with m’,m” € q,
hd [mlvq] 5 [mlvqw]’ [m/aq] = [mQ,qu [m/’q] i) [mﬂqu
o [m",q] = [m1,q], and [m",q] 7> [m2, ¢a).



Algorithm 1 Blacklist-based diagnosis for uncontrollable open nets

Input: uncontrollable, normal, and bounded open net N; message bound k € INT
Output: diagnosis information why N is uncontrollable; subgraph 7S( of 75y

1: calculate 7Sy from N
2: calculate blacklistprr, from Inner(N)
3: calculate blacklist gy from 7Sy
4: calculate blacklist cpy from IS
5: if go is blacklisted then
6: if qo € blacklistpr, then
7: print “control flow deadlock or livelock reachable without interaction”
8: print DL-witness opr(qo)
9: if qo € blacklistpyp then
10: print “message bound of communication place p exceeded without interaction”
11: print EMB-witness ognmp(qo0)
12: else
13: for all states g reachable from go by a sequence o without visiting blacklisted states do
14: if (state g is not blacklisted and no resolvable trapped marking in ¢ is resolved) then
15: for all resolvable trapped markings m. € q where
(TMe|mner(N) activates a transition ¢ with £(t) = = and
state g, reachable by edge [q, z, q.] is blacklisted) do
16: print path o from go to g
17: if q, € blacklistpr; then
18: print “sending message x to N to resolve an resolvable trapped marking in g,
reachable by o from ¢o can reach a control flow deadlock or livelock”
19: print DLL-witness oprr(qa)
20: if g, € blacklistgyp then
21: print “sending message x to N to resolve an resolvable trapped marking in g,
reachable by o from ¢o can exceed the message bound”
22: print EMB-witness opmp(qs)
23: if g, € blacklist cry then
24: print “message x necessary to resolve an resolvable trapped marking in g,
reachable by o from go might be left unreceived due to a hidden choice”
25: print CFM-witness ogymp(gsz)

26: print subgraph 75 of 75, where all blacklisted states are removed

A covered final marking is a situation that occurs when N is composed to a
partner. With the help of Lemma 1, the blacklist for covered final markings can
be defined only by checking markings of nodes of 75y and paths in 7Sy. This can
be easily done while building 7S5, instead of analyzing paths in N @ 7Sy. Lemma 1
also allows for finding a set T of hidden choice transitions (see Fig. 3(b)) which
model a hidden decision as described in Sect. 3.2. These transitions can be the
starting point to repair the net to avoid the covered final marking.

4.5 Blacklist-based Diagnosis

With the definitions of the blacklists for deadlocks/livelocks, exceeded message
bound, and covered final markings, we are able to define the subgraph (i.e., the
counterexample for controllability of N) ZSf of 7S; which only contains states
that are not contained in any of the three blacklists.

Algorithm 1 combines the defined blacklists together with their witnesses,
and gives information for each detected problem. After a preprocessing phase
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Fig. 4. Example for the application of Algorithm 1.

(line 1-4) in which 78, as well as the blacklists are calculated, the states of 7S
are analyzed. Thereby, two cases are differentiated: if already the initial state of
qo is blacklisted, then the open net reaches a problem independently of a partner.
Covered final markings cannot occur in this setting. As a diagnosis information,
the initial state go and the respective problem(s) are printed (line 5-11). The
rest of the algorithm (line 12-26) treats situations in which 78} is nonempty.

The diagnosis messages can be classified into the three categories (initial
part I, possible continuation C, and occurring problem P) as follows:

(I) line 26 prints the non-blacklisted subgraph 7Sj,

(C) line 16 prints, for each resolvable trapped marking that is not resolved in
1S§, a communication trace from gy to the state containing the resolvable
trapped marking,

(P) line 7-8, 1011, 18-19, 21-22, and 2425 print information about the problem
that might be unavoidable after resolving the respective deadlock, including
witnesses.

It is worth mentioning that the algorithm lists all problems that can occur if
1S is “left” by resolving a deadlock. If, for example, sending an z-message in
some state can result in a message bound violation and yield an internal deadlock,
then both problems are reported.

4.6 Diagnosis Example

To demonstrate the proposed diagnosis framework, we applied Algorithm 1 to an
uncontrollable net we presented and discussed in [20]. This net which is depicted
in Fig. 4(a) is a model of a WS-BPEL online shop which after receiving a login
message from a customer (not depicted in Fig. 4), internally decides whether
to treat the customer as premium customer (t;) or standard customer (tp). As
the customer is not informed about the outcome of the decision, the shop is
uncontrollable, because either a message gift choice or terms of payment might be



left unreceived. Experiments showed that even experienced Web service designers
would consider the online shop as correct even when it is presented in other
formalisms such as WS-BPEL or BPMN. This underlines the need for a diagnosis
framework for such incorrect models, because concurrent control flow combined
with asynchronous message flow is hard to oversee.

Figure 4(b) shows the result of Algorithm 1 when applied to the online shop
model. It discovers the hidden choice modeled by transitions t; and t,. These
transitions can be used as a starting point to fix the online shop. If, for example,
the outcome of the internal decision would be communicated to the customer
(e.g., by adding two output places premium and standard which are connected to
t; and to, resp.), the shop would be controllable.

4.7 Implementation of the Diagnosis Algorithm

The diagnosis algorithm is based on the partner overapproximation 7Sy which can
be infinite if the net under consideration has no message bound (e. g., Fig. 2(a)).
We already required that a message bound k is given for the analysis, so instead
of first calculating 75y and then removing states with exceeded message bound,
IS; can be calculated in the first place. In fact, this is exactly the way the
controllability decision algorithm is implemented in the tool Fiona [20].

The diagnosis algorithm can be implemented straightforwardly. The set
blacklist pr1, can be calculated in a preprocessing stage. During the calculation of
181, blacklist gy can be built whenever the currently calculated state contains
a marking with exceeded message bound. Whenever a state with a covered
final marking is detected, blacklist cpps can be filled according to the criteria of
Lemma 1.

5 Conclusion

The concept of counterexamples greatly boosted the acceptance of model check-
ing [14] in the field of computer-aided verification. However, the decision algorithm
for controllability [3,15] does not give such counterexamples in case of uncon-
trollability. In this paper, we investigated uncontrollable service models and
presented a variety of reasons why a service does not have any partners that
interact deadlock and livelock freely. We presented an algorithm to analyze an
uncontrollable service model to give diagnosis information why the model is
uncontrollable. This diagnosis information can be a starting point for correc-
tions [4] of the model towards controllability to meet this fundamental correctness
criterion for service-oriented computing.

In future work, we plan to implement the diagnosis algorithm in the tool
Fiona [20]. Fiona already implements some reduction techniques [21] to efficiently
decide controllability. We will investigate whether these techniques can be com-
bined with the diagnosis algorithm. As service models usually stem from industrial
specification languages such as WS-BPEL, the retranslation of (Petri net-related)
diagnosis information back into WS-BPEL is subject of future work. Together
with the translations [9,10] from and to WS-BPEL, the diagnosis algorithm can
be directly applied to industrial service specification languages.
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